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KPOK — KpynHeuLwwunii poccuiicknia naptHep IBM,
HP, Fujitsu, EMC, Cisco Systems, Avaya, Microsoft,
Oracle

Mo pgaHHbIM oT4eToB IDC, KPOK — nngep
no ycayram CUCTEMHOMN UHTerpauum
(2002-2012)

3-e MecCTO B CMUCKe KPYNMHEULWNX KOHCANTUHIOBbIX
KomnaHuwm (PA SkcnepT, 2012 r.) u 5-oe mecTto

B CMUCKe KpynHenwunx UT-KomnaHUM CTPaHbl

(PA 9KkcnepTt 2012r., «PUA-AHanuTMKa» 2012 r.),
BXoAunT B 100 KpynHeMwmnx 4acTHbIX KOMMNaHUMU
Poccum (Forbes)

KPOK peannisyeT HECKO/IbKO TbICAY NPOEKTOB B roA,

Ceptudukar kauecrea P NCO 9001-2008
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1. He sBuamm
CyLEeCTBEHHOIO
nporpecca

2. He ymeem nokKa
N0/Ib30BaTbCA HOBbIMM
TEXHONI0TUAMM

4. He y Koro
nepeHATb
onbIT




XoCTUHr-npoBangepbl

MMetoT KpaCoYHbIM CanT ¢ 0bunmnem nons3yHKOB U
nepeKkntoyaTenen.

Caunt aBnaetca «Kpacneom obepTKoON» No npogarke
BblAENEHHOI0 BUPTYa/IbHOrO cepBepa

KAneHT nonyyaeT cepBep € ANCKOBbLIM NPOCTPAHCTBOM U
CeTeBbIMW HACTPONKaMM

N3meHeHnA Npon3BoaATCA TONbKO MO 3anpocy K
npoBanaepy

O6nauHble npoBangepbl

CamoobcnyKnuBaHue

Texnoaaep:KKa npoBanaepa He HyXHa ANa CTaHAAPTHbIX
onepauunm

Bcé — ycnyra: cepsepbl, cetn, agucku, Ub, backup, HA, DR



CTAPOE N HOBOE: KA

XOoCTUHr-npoBangepbl

* YyeT ncnonb3oBaHUsA ycayr (apeHaa cepBepos, ANCKOB U

Np.) Y XOCTUHT NPOBaNAepoOB NPOBOAMTCA B E}KEMECAYHOM
pexunme

® |_|pl/l BHECEHUN U3SMEHEHUM B cepeanHe mecaua
rPaHYNIAPHOCTb Y4€Ta Yalle BCero CcBOAUTCA K Ue/ibiM AHAM

* YyeT Nnpou3BOAUTCA B PYYHOM peUME

O6nauHble npoBangepbl
* [pPaHyNAPHOCTb y4YeTa COCTAaBNAET CEKYHAbI-4acbl
* YyeT BCex uUameHeHum — online

*  BbuWAAuHr asBTomaTnsun poBaH




CASE STUDY. PEA/IbHbIA'SE




YTO YKE 31ECb

1.

2.

MCNONb:

dusmnyeckune cepsepsl

dunsnyeckume cetu

KPOK

BupTyanbHble cepBepbl obnako

BupTtyasibHble ceTu

CeTeBas nHTerpaumna GuUsn4eckmux u BUPTYasibHbIX CEPBEPOB U
cetem

BupTyanbHble CUCTEMbI XpPaHEHMUA
[1Ba TepputOopmanbHO pasHeceHHbIX LO/da
OTKa30- 1 KaTacTpodoyCcTONUYMBLIN AOCTYN B IHTEPHET

CepBucbl MUHGOPMALMOHHOM BE30NaCHOCTH 3



BUPTYAJIbHbIE CEPBEPbI KROH®UTYPALIUN h KPOK

AR

e Co3aaHue 13 cobctBeHHOro WwabaoHa nam Fedora 18 (2012-11-07)
lwabnoHa KPOK: Fedura‘u?(zﬂjlz.-ﬂ-ﬂ?}
o . CentSs 6.3 minimal (01.11.2012)
N CBO6O'D'HbM Linux Centds 6.2 minimal
— Microsoft Windows ALT Linux Sisyphus (23.12.2011)
— RHEL (ckopo nosasutca) Dehians.0 386

Windows 2003 R2 5P2 xi4 Standart
Windows 2003 R2 5P2 x64 Enterprise
Windows 2003 R2 5P2 %32 Standart

) rapaHTMpOBaHHoe Bblplej-IEHme pecprOB Windows 2003 R2 5P2 %32 Enterprise

Cantns A0

— LWabnoH 3aka3umKa

i Hoeasa rpynna

e BO3MOXXHO naMmeHeHUue MOLWHOCTHU CepBepa = HazgaHue: | Groupl
Di CTpaTerua pasMelleHua: | PAcnpedsneHine No Bhiu, y2naM ﬂ
I Pacnpegenedue no Bbiy. y21am

e JlOCTynHbI FPynmnbl pa3meLLeHuna || v cosmamarpynny || Ommena

e [1nA 3anycka BUPTYyanbHbIX MalUUH
ncnonb3yetca runepsmnsop KVM Ha 6ase
cepsepos DELL

The power to do more 9



BUPTYAJIbHbIE CEPBEPBIEBNTAART

* buUAAnHr npon3BoanTCA B NMOCEKYHOAHOM pexnume

*  BUANMHT NpMBA3aAH K KOHUIypaLum BUPTYaIbHOIO cepBepa U AUCKOB

e BunnuHr npueAaAsaH K wabnoHy (obpasy), n3 Kotoporo cepsep bbin co3aaH

A P N Al
. 4 W | . AN
® Cepsep © CuctemHbIN AUCK ® Bce pon. anckn, ecam
® CucremHbIn auck @ Bce gon. Ancku OHW He 6blAK yaaneHsl
@ Bce pon. ancku BPYYHYIO
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BUPTYA/IbHbIE AUCKA

Kaxxaomy cepBepy No yMOAYaHUIO NPUHAANEXNUT CUCTEMHbINA AUCK

K cepBepy MOKHO NOAK/IIOUYMUTb HEOBXOAMMOE KO/IMYEeCTBO A0MN. ANCKOB

JOCTYnNHbI 2 YPOBHA XPaHEHUA:
— TIER I (FC 15k) — ans BbICOKOHArpy»»eHHbix b/,
— TIER Il (SATA 7,2k) — ctaHAapTHbIe 3aaa4u

Murpauma mexay ypoBHAMMU «HA NeTy»
[obasneHne penanKkaunm «Ha neTy»

[lnAa noBbllWEeHNUA NPOMN3BOANTENBHOCTH
cnegyeTt NoOAKNOYATb Cpa3y HECKOIbKO
JMCKOB C NOCAeAyWMM UX obbegnHeHnem
B OAMH TOM TunMa stripe

MNzMeEHWTE YPOEEHE XPaHEHWA

YpoBeHL XpaHeHWR: | Tier I '
|- penaMKaLnio
Tier IT

+ M2MeHWTE YpOBEHb XpaHeHWA OTMeHa
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KPOK

Bu JIbHBIW Bu NbHbIN
KPOK {.mm;:J {uur:::'r;uzzj

BuprtyanbHasn BupTtyanbHan BupTtyanbHas BupTtyancHan
MalMHa MallMHa MallMHa MallMHa

N7 N~ 7

BupTtyanbHan cetb 1 ) d BupTtyanbHana cetb 2
s Mapwpytmiatop * MapwpyTnzatop
s  Firewall s Firewall
s NAT »  NAT
s [DNS = DNS
L DHCP » [DHCP Y,

— BupTyanbHasa ceTb

dusnyeckan
MallMHa
KommyTatop

- Pu3nyeckan cetb 12



BUPTYAJIbHbIE CETU. VF

e VPC (Virtual private cloud) — nsonnpoBaHHbIN
cermeHT nybamyHoro «obnaka»

* Pewaemble 3agauu:

Ob6beanHeHMe B eUHOE CeTeBOE
npocTpaHcTBo L2 ceteit opumca/LLOa
3aKa34yMKa C BUPTYya/ibHbIMU CETAMM 06N1a4YHOM
nnathopmbl

HacTpolKka BHyTpeHHeN agpecaumm
BUPTYa/ibHbIX ceTel ob6nauHoOn nnatdopmbl

HacTpoWKa cTaTuyeckon nnm AnHaMmU4YeCcKomn
MapLpyTM3aUunm

IPSec VPN TyHHenb mexay nnowagkamm

ABTOMaTMYECKOE CO34aHMNE HACTPOEK ANA
ceTeBOro o6opyaoBaHUA Ha CTOPOHEe
3aKa3umnKa (KNIMEeHTCKUM W03 Ha CXeme) Npu
HacTpouke VPN

4 N
My6nuyHoe
obnako KPOK
obnako
4 VPC b

(: BuptyanoHas ceTb 2 i)

C BupTtyansHan cetb 1 )

(VPN umlos) (HH‘I‘GPHET

4 I )

(:ﬂpHBaTHaHCETbSHKHBHHHa:)
\, 7
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BUPTYA/IbHbIE CETWS

KROPINOPATUBH

e [lna 3awuTbl oT cboeB HacTpamnBaeTtca aa IPsec VPN TyHHensn

* ABTOMaTMYeECKOe rnepektyeHne mexay TYHHe/IAMM HaCcTpanBaeTca Npu
nomoLm npasmn mapuwpytmsaumm s VPC

r Y 4 N
NMyonuyHoe uon
obnako 3akasz4ymkKa
VPC B @ CereBoe 4
Wudpactpykrypa Vahn Coanm N o6opyaosahue Muppacrpykrypa
3aKa3umKa Aoctyna B 3aKasuuka
MHTepHeT
4 OybnupoeanHeii IPsec ~
VPN TyHHEenb
ATARMA 1 CeteBoe
obopyaosaHve [ - obopygosaHue
. : Kanan 3aKasuMKa
TOYKA-TOYKA
\_ J Jakasumka
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' X

POBAHWE OAHHbIX B OB/1AKE D KPOK

AR

PESEPBHOE ROTl

[ 9 I i

e EMC Avamar — obna4yHoe
MHOrOMN0/1Ib30BaTENbCTKOE pPeLlleHmne ana
3pPEKTUBHOIO pe3epBMPOBAHNA NPUAOHEHUU

* [lporpammHo-annapaTtHbin kKomnaekc EMC
Avamar puM3n4ecKkn n NormMyeckmn He3aBmcmm ot
obnayHoun nnatpopmbl

e [leaynankaums Ha UCTOYHUKe No3BonAeT
COKPaTUTb 06bem Konuii

e [leaynankaums Ha UCTOYHWUKe No3BoNAET
3KOHOMMTb MPOMYCKHYH CNOCOOHOCTb KaHana u
COKPaLLAEeT «KOKHO» KONMPOBAHUA

EMC

e JlaHHble npu nepepaye wnopytotcs (FIPS-140)
AVAMAR

° BunnnHr no o6vLemy pesepBHbIX KONUK
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LO0 3akazymka

DHINYSCKME

BupTyansHLe
CepEepL

CepBEDs

A

Yro momso BaxaniTe:
(1)  BwpTyansHsie cepeeps onaka KPOK
(Z) owanvecxoe ofopynosanme, pasmewenHos 8 IO KPOK
(3)  dwandeckHe W BNPTYENEHEIE CEPBEPHI 3aXaIHMKOE

AVAMAR

®\/ Pasmewenssie 8 |

.

WO KPOK
duaMwecEme

cepacpul
{Colocation])

N KPOK

4
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CEPBUCbI MIHOOPMALL

BE3OMNACHOCTH

* [lapo/sb OT y4eTHOM 3anncu agMUHUCTPaTOpPa

Windows malinHbl Npu nepBom 3anycke HoBLIiA SSH-Kcniou
aBTOMATUYECKU reHepupyeTca 0b61a4HOM _ ;
v KrA 55H-knoua: | S5H-5SERVERDE
nnatbopmon -
. + Coz0ath KNHOY OTMeHa
 [lna goctyna K Linux malimHam UCMNoAb3yeTcA -

NPOTOKO/1 SSH. SSH-KNto4 BO3MOXKHO C034aTb

-
yepes NopTas caMoobCAYKMBAHUA KPCK

BupTyaneHEl A 43TS-UEHTE

* Ynpasnenue firewall

Mons3oeatenn © foBaenTe WabnoH
sttt 5 MokasbiBaTe No | 10 |Z| 3anvcei
* [MbKaAa cuctema KOHTPONA U ynpaB/1eHUA Skt pore 2
AOCTV”OM & Cloud administrator
) Storage administrator
o | VM administrator
o ,ﬂ,OI‘IOI‘IHMTen bHbIN CepBUC: HaBnoaarens

ceptmédmnumpoBaHHblie B Poccun cpeactsa UMb
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BbIBObl

1. «Obnaka» npumeHumbl ANna
KOpNopaTUBHbIX 3aKa34MKOB

2. TexHOoN0rnK yKe 3penble

3. OnbIT y*Ke HapaboTaH

http://cloud.croc.iru
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PycnaH 3aeguHos

3amecTuTenb reHepanbHOro AUpPeKTopa
KomnaHum KPOK

111033, MockBa, yn. Bonoyaesckas, 4.5, kopn.1
+7 495 974 2274, +7 495 974 2277 (dakc)
WWW.Croc.ru

19


http://www.croc.ru/

	Case study: использование публичного облака Российскими заказчиками
	Компания КРОК — № 1 �по созданию ИТ-инфраструктур
	CLOUD & MOBILITY. Дерби 2013
	Почему проигрываем?
	Старое и новое: Как отличить облачного провайдера от хостинга
	Старое и новое: Как отличить облачного провайдера от хостинга
	CASE STUDY. Реальный заказчик: платформа для электронной коммерции
	Что же здесь используется?
	Виртуальные серверы. конфигурации
	Виртуальные серверы. биллинг
	Виртуальные диски
	Виртуальные Сети. Архитектура
	Виртуальные Сети. VPC
	Виртуальные Сети. Потребности корпоративного заказчика
	Резервное копирование данных в облаке
	Заказчики КРОК: различные варианты резервного копирования
	Сервисы информационной безопасности
	Выводы
	Спасибо за внимание!

